Instructions for Importing the
DoD CA PKI Root Certificate Authorities Certificates into Internet Explorer

Internet Explorer does not list the DoD Medium Assurance and Class 3 Root Certificate Authorities (CA)
among its list of Intermediate and Trusted Root CAs. Therefore, when a user accesses a DoD web site with
a DoD PKI server certificate, he receives a message stating that the security certificate was issued by a
company he has not chosen to trust, and when he receives a digitally signed email message from a sender
whose certificate was issued by the DoD Medium Assurance or Class 3 Root CAs, he receives a message
that the digital signature on this message is invalid because the certificate with this message is not trusted.

In order to prevent these messages from occurring, the user must import the DoD Root CA Certificates into
the Trusted Root and Intermediate CA stores of Internet Explorer. Although only one of the DoD Root CAs
issued the server and email certificates, the user might as well download both the Class 3 Root CA and
Medium Assurance Root CA certificates.

1. In Internet Explorer, go to http://dodpki.c3pki.chamb.disa.mil/rootca.html. If you have never done
this before you will get a security alert first.

S ecurity Alert i

i [ nformation you exchange with thiz zite cannot be viewed or
Uy changed by others. Howewver. there 1z a problem with the site's
gecunty certifizate.

{B The zecurity certificate was izzued by a company pou have
niot chozen to trust, Yiew the certificate to determine whether
you want ko trust the certifying authaority.

ﬂ The zecurity certificate date is vald.

Q The security certificate matches the name of the page you
are tying ko wiew.

Select " Yes' to continue

Do pou want o proceed?,

1 Wiew Certificate |

2. Near the bottom of the screen, click on “Download DoD Class 3 Root CA Certificate.”
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First, your browser nnst have the cerfificate for both of the Root Certificate Awthorities (CA).

You will select both in steps
2and 3.

Youe will see a series of windows entifled "New Certificate Authority™

2 I the first wandow: Chel on "Next™,

2 I the second wmdow: Chek on "Vexe™.

= In the thard window: ¥ ou wall be asked to compare the *
Clizk on "Mawe Tnfo... ¥ and compare the displaved ~
Instructions. If they are not the same, stop and notify
click on "Werr™,

o In the fourth window: Click on the fivst twe check . Then click om "Vexz™,

o In the fifth window: Ignore the check box (don't offel on i) and aliek on "W,

o T the sicth window: Tepe DoT PET Med Roo/C A in the Nickname box and elick on " Fiafh '

erttficate Fingerprint” of the Cerbficate Authorsty.
it weith the ome on vour Certificate Remstration
Local Begistration Awthority, If they are the sume,

Tf wou see o window stating "The certificate that von are to dowenload ahrendy exista m vour darabage,” click O™

and continue.

After reading the above i ctions, elick on Download Class 3 Root CA Certificate

ownload Medinm Assurance Rool CA Certificate,

Then repeat by choking
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3. Select “Save this file to disk” and click on OK. The name of the file will be “dodroot.cac.” After the

download is complete, click on Download Medium Assurance Root CA Certificate and repeat, saving the file

“dodrootmed.cac.”

4. After downloading both certificates to a file, from the Tools pull-down menu, select Internet Options, and

then select the Content tab.
In the Certificates section, select the Certificates... button to

display the Certificate Manager window.



Internet Options |

Generall Security  Content | I:l:nnnectil:unsl F'n:ugramsl .ﬁ.dvancedl

— Content Advisor
@ Ratingz help you control the [ntermet content that can be

viewed on thiz compLter.
: Settinms... |

— Certificates
lze cg{tificates ko pu;usitivel_u identify yourzelf, certification — :
authorities, and pu : - Select Certificatesin the
LCertificates... | Pidtlizhers... | Content tab.

— Perzonal infarmation = -

= AutoComplete stores previous entries AutoComplete... |
% and suggests matches far pou. =
Microzoft Profile Azsistant stores pour by Profile. |
perzonal informatior, =

K | Cancel | Sl |

5. Select the Trusted Root Certification Authorities tab, and then select the Import... button.



Certificate Manager I

|ntended purpoze;
Select
Other People I Intermediate Certification Authoritidg  Trusted Roat Certification Authorities | Certif
tab fir
lzzued To I |zzued By I Ewpiration ... | Friendly Mame

(=) ABA ECOM Root G4 ABAECOM Root CA 7/9/09 DST [ABAECOM... —
=) Autoridad Certificada...  Autaridad Certficadara..  5/28/09 Autonidad Cerbific...
=) Autaridad Certificado... Autaridad Certificadara..  £/29/09 Autoridad Certific. ..
Baltimore EZ by DST  Baltimore EZ by DST 743409 DST [Baltimaore E...
Belgacom E-Trust Pri... Belgacom E-Trust Prim... 12110 Belgacom E-Trust...
Ciawf HET SecureM...  CiwW HET SecureMet .. 10416403 Cwf HET Secure...
Ciwf HET SecureM...  CiW HET SecureMet .. 10416403 Cwf HET Secure...
ECw HET SecureM...  C3w HET SecureMet .. 10416410 Cwf HET Secure...
ECw HET SecureM... T HET SecureMet .. 10/16/09 Cwf HET Secure... :J
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6. When the Certificate Manager Import Wizard displays, read the
information, and then select the Next > button.



Certificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

Thiz wizard helps to copy certificates, certificate trust lists,
and certificate revocation lists from wour digk to the
certificate store.

What i1z a certificate?

& certificate iz a confirmation of pour identity izzued by a
certification autharty. Certificates contain information wsed
to protect data, or to establish secure network,
cohhections,

What iz a certificate store?

& certificate store iz & system area where certificates,
ceftificate trust liztz, and certificate revocation liztz are
shored,

Click Mest to continue or Cancel to exit.

When the following window displays, use the Browse button to find the DoD Root CA
downloaded.

Certificate Manager Import Wizard

Select File to Import
Y'ou can specify the file to be impaorted.

File name:
]| Browsze. .

Mate: Maore than one certificate can be stared in a zingle file in the following formats;

Perzonal Infarmation Exchange- PECS #12 [[PE=]
Cryptographic tessage Syntax Standard- PECS #7 Certificates [ p7h]

icrozoft Senalized Certificate Store [ zst]

< Back | Hest » | Cancel

certificate you just

You may need to change the file type to “All files (*.*)” to find dodroot.cac. Select Open.



Open  HH|
Look jn: |§§ Lzers ..:l ﬁl

|1 default @ rirn30
] cmsaBfe7asl & q261606_w2k_sp2_s86_en
IF &1 q269239
1t dodroct, cac % Spm2kSetup
; "Cac @ Winkey2
@ Getting Ch uzing Metzcape % vrmzu28412

File name: Iu:lu:udru:u:ut Open I >

Files of type: !f-‘«ll Files [*%] hd

When the file displays in the File name: field, select Next > to continue.

Certificate Manager Import Wizard

Select File to Import

Y'ou can specify the file to be imported. ) . ]
~ - Filewill reside elsewhere on

/ your computer.

LlE namme:

C:huzershdodroot. cag

Mate: More than one certificate can be stored in a zingle file in the following formats:
Ferzonal Information Exchange- PECS #12 [ [PR<)
Crvptographic Mezsage Syntax Standard- PECS #7 Certificates [pFb)

Microsoft Senalized Certificate Store [zt

< Eac @ i |

7. Select the “Automatically select the certificate store based on
the type of certificate” radio button, and then select Next >.




Certificate Manager Import Wizard

Select a Certificate Store
Certifizate stores are system areas where certificates are stored,

utomatically select the cerificate store bazed on the typs Df@

" Flace all certificates nto the 1olowing siore

When the Certificate Manager Import Wizard window appears,
select Finish to complete the Wizard.

Certificate Manager Import Wizard

Completing the Certificate Manager

Import Wizard
You have successfully completed the Certificate Manager

Impart wizard.

Y'ou have selected the following for the import operation;

Certificate Store Selected by wizard  |ntermediate Certifica
Content FECS #7 Certificates

File M arme C:hugershdodroot. cac

After selecting Finish, a dialog box will pop up asking, "Do you want to Add the following



certificate to the Root Store?" Select Yes to add the certificates to the Root store. Select OK to confirm that
the import was successful.

Root Certificate Store (]

i'*-a Do you want to ADD the fallowing certificate ta the Boot Stare?
L ]

Subject : Dol CLASS 3 Root Ca, PEL, Dol .S, Government, LIS

lzzuer : Self |zzued

Time Validity ; Friday, kaw 13, 2000 through Thursday, kMag 14, 2020

Senal Humber : 04

Thurnbprint [zhal] : 10F193F3 404C910E DERF1EDC 006247C4 F2R0E671
Thurnbprint [md) : 8C480865 BEDAFFSF FDEBCE295 EOSEE 55D

8. Repeat steps 5 -7 for the other DoD Root CA certificate.

9. You should now see the DoD Medium Assurance and Class 3 Root CAs listed in the Intermediate and
Trusted Root CA stores. Close Internet Explorer.

Certificate Manager

|ntended purpoze; i <ol :j

Othier F'Eu:uple1 Intermediate Certification Suthorities  Trusted Root Certification Authorities ] 1 ’j

lssued To ] lzsued By ] Expiration Date ] Friendly__f_]
Clazz 3TS Primarg CA, Clazz 3T5 Prmary CA 7/6M19 CertPlu:

Commercial Certification ... Commercial Certification Auth... 11/3/99 "u-"eriSigr“_m1
Coperight [c] 1997 Micro...  Copyright [c] 1997 Microzoft .. 12/30/99 icrosc
Deutsche Telekom Roat...  Deutsche Telekom Root C& 1 #3119 Deutscl
D #3119 Deutscl

Deutzche Telekaom Foot...
=2 Dol C ak |

EADST [AMX Metwark) C&  DST [AM Netwark) Ca 12/9418 DST [4
Imnpaort... ] Export... Bemowe Advanced..
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LCloze




